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952.204-71 Sensitive foreign nations
controls.

In accordance with 904.404(d)(3), the
contracting officer shall include the
following clause:

SENSITIVE FOREIGN NATIONS CONTROLS (MAR
2011)

(a) In connection with any activities in the
performance of this contract, the Contractor
agrees to comply with the ‘‘Sensitive For-
eign Nations Controls’” requirements at-
tached to this contract, relating to those
countries, which may from time to time, be
identified to the Contractor by written no-
tice as sensitive foreign nations. The Con-
tractor shall have the right to terminate its
performance under this contract upon at
least 60 days’ prior written notice to the
Contracting Officer if the Contractor deter-
mines that it is unable, without substan-
tially interfering with its polices or without
adversely impacting its performance to con-
tinue performance of the work under this
contract as a result of such notification. If
the Contractor elects to terminate perform-
ance, the provisions of this contract regard-
ing termination for the convenience of the
Government shall apply.

(b) The provisions of this clause shall be
included in any subcontracts which may in-
volve making unclassified information about
nuclear technology available to sensitive
foreign nations.

(End of clause)

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct.
2, 1984, as amended at 59 FR 9108, Feb. 25,
1994; 62 FR 2312, Jan. 16, 1997; 74 FR 363170,
36378, 36380, July 22, 2009; 76 FR 7694, Feb. 11,
2011]

952.204-72 Disclosure of information.

As prescribed in 904.404(d)(4) this
clause may be used in place of the
clauses entitled ‘‘Security,” 952.204-2,
and ‘‘Classification/Declassification,”
952.204-70, in contracts with edu-
cational institutions for research in-
volving nuclear technology which
could but is not expected to produce
classified information or restricted
data:

DISCLOSURE OF INFORMATION (APR 1994)

(a) It is mutually expected that the activi-
ties under this contract will not involve clas-
sified information. It is understood, however,
that if in the opinion of either party, this ex-
pectation changes prior to the expiration or
terminating of all activities under this con-
tract, said party shall notify the other party

48 CFR Ch. 9 (10-1-14 Edition)

accordingly in writing without delay. In any
event, the Contractor shall classify, safe-
guard, and otherwise act with respect to all
classified information in accordance with ap-
plicable law and the requirements of DOE,
and shall promptly inform DOE in writing if
and when classified information becomes in-
volved, or in the mutual judgment of the
parties it appears likely that classified infor-
mation or material may become involved.
The Contractor shall have the right to ter-
minate performance of the work under this
contract and in such event the provisions of
this contract respecting termination for the
convenience of the Government shall apply.

(b) The Contractor shall not permit any in-
dividual to have access to classified informa-
tion except in accordance with the Atomic
Energy Act 1954, as amended, Executive
Order 12356, and DOE’s regulations or re-
quirements.

(c) The term Restricted Data as used in this
article means all data concerning the design,
manufacture, or utilization of atomic weap-
ons, the production of special nuclear mate-
rial or the use of special nuclear material in
the production of energy, but shall not in-
clude data declassified or removed from the
Restricted Data category pursuant to sec-
tion 142 of the Atomic Energy Act of 1954, as
amended.

(End of clause)

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct.
2, 1984, as amended at 59 FR 9108, Feb. 25,
1994; 62 FR 2312, Jan. 16, 1997; 74 FR 36368,
36370, 36378, July 22, 2009]

952.204-73 Facility clearance.

As prescribed in 904.404(d)(5), insert
the following provision in all solicita-
tions which require the use of Standard
Form 328, Certificate Pertaining to
Foreign Interests, for contracts or sub-
contracts subject to the provisions of
904.70:

FACILITY CLEARANCE (MAR 2011)

Notices

Section 2536 of title 10, United States Code,
prohibits the award of a contract under a na-
tional security program to an entity con-
trolled by a foreign government if it is nec-
essary for that entity to be given access to
information in a proscribed category of in-
formation in order to perform the contract
unless a waiver is granted by the Secretary
of Energy. In addition, a Facility Clearance
and foreign ownership, control and influence
(FOCI) information are required when the
contract or subcontract to be awarded is ex-
pected to require employees to have access
authorizations.
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Department of Energy

Offerors who have either a Department of
Defense or a Department of Energy Facility
Clearance generally need not resubmit the
following foreign ownership information un-
less specifically requested to do so. Instead,
provide your DOE Facility Clearance code or
your DOD assigned commercial and govern-
ment entity (CAGE) code. If uncertain, con-
sult the office which issued this solicitation.

(a) Use of Certificate Pertaining to Foreign
Interests, Standard Form 328. (1) The contract
work anticipated by this solicitation will re-
quire access to classified information or spe-
cial nuclear material. Such access will re-
quire a Facility Clearance for the Contractor
organization and access authorizations (se-
curity clearances) for Contractor personnel
working with the classified information or
special nuclear material. To obtain a Facil-
ity Clearance the offeror must submit a Cer-
tificate Pertaining to Foreign Interests,
Standard Form 328, and all required sup-
porting documents to form a complete For-
eign Ownership, Control or Influence (FOCI)
Package. Contractors are encouraged to sub-
mit this information through the use of the
online tool at https:/foci.td.anl.gov. When
completed the Contractor must print and
sign one copy of the SF 328 and submit it to
the Contracting Officer.

(2) Information submitted by the offeror in
response to the Standard Form 328 will be
used solely for the purposes of evaluating
foreign ownership, control or influence and
will be treated by DOE, to the extent per-
mitted by law, as business or financial infor-
mation submitted in confidence.

(3) Following submission of a Standard
Form 328 and prior to contract award, the
Contractor shall immediately submit to the
Contracting Officer written notification of
any changes in the extent and nature of
FOCI which could affect the offeror’s an-
swers to the questions in Standard Form 328.
Following award of a contract, the Con-
tractor must immediately submit to the cog-
nizant security office written notification of
any changes in the extent and nature of
FOCI which could affect the offeror’s an-
swers to the questions in Standard Form 328.
Notice of changes in ownership or control
which are required to be reported to the Se-
curities and Exchange Commission, the Fed-
eral Trade Commission, or the Department
of Justice must also be furnished concur-
rently to the cognizant security office.

(b) Definitions. (1) Foreign Interest means
any of the following—

(i) A foreign government, foreign govern-
ment agency, or representative of a foreign
government;

(ii) Any form of business enterprise or
legal entity organized, chartered or incor-
porated under the laws of any country other
than the United States or its possessions and
trust territories; and

952.204-73

(iii) Any person who is not a citizen or na-
tional of the United States.

(2) Foreign Ownership, Control, or Influence
(FOCI) means the situation where the degree
of ownership, control, or influence over a
Contractor by a foreign interest is such that
a reasonable basis exists for concluding that
compromise of classified information or spe-
cial nuclear material may result.

(c) Facility Clearance means an administra-
tive determination that a facility is eligible
to access, produce, use or store classified in-
formation, or special nuclear material. A Fa-
cility Clearance is based upon a determina-
tion that satisfactory safeguards and secu-
rity measures are carried out for the activi-
ties being performed at the facility. It is
DOE policy that all Contractors or Sub-
contractors requiring access authorizations
be processed for a Facility Clearance at the
level appropriate to the activities being per-
formed under the contract. Approval for a
Facility Clearance shall be based upon—

(1) A favorable foreign ownership, control,
or influence (FOCI) determination based
upon the Contractor’s response to the ten
questions in Standard Form 328 and any re-
quired, supporting data provided by the Con-
tractor;

(2) A contract or proposed contract con-
taining the appropriate security clauses;

(3) Approved safeguards and security plans
which describe protective measures appro-
priate to the activities being performed at
the facility;

(4) An established Reporting Identification
Symbol code for the Nuclear Materials Man-
agement and Safeguards Reporting System if
access to nuclear materials is involved;

(5) A survey conducted no more than 6
months before the Facility Clearance date,
with a composite facility rating of satisfac-
tory, if the facility is to possess classified
matter or special nuclear material at its lo-
cation;

(6) Appointment of a Facility Security Of-
ficer, who must possess or be in the process
of obtaining an access authorization equiva-
lent to the Facility Clearance; and, if appli-
cable, appointment of a Materials Control
and Accountability Representative; and

(7) Access authorizations for key manage-
ment personnel who will be determined on a
case-by-case basis, and must possess or be in
the process of obtaining access authoriza-
tions equivalent to the level of the Facility
Clearance.

(d) A Facility Clearance is required prior
to the award of a contract requiring access
to classified information and the granting of
any access authorizations under a contract.
Prior to award of a contract, the DOE must
determine that award of the contract to the
offeror will not pose an undue risk to the
common defense and security as a result of
its access to classified information or special
nuclear material in the performance of the
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952.204-75

contract. The Contracting Officer may re-
quire the offeror to submit such additional
information as deemed pertinent to this de-
termination.

(e) A Facility Clearance is required even
for contracts that do not require the Con-
tractor’s corporate offices to receive, proc-
ess, reproduce, store, transmit, or handle
classified information or special nuclear ma-
terial, but which require DOE access author-
izations for the Contractor’s employees to
perform work at a DOE location. This type
facility is identified as a non-possessing fa-
cility.

(f) Except as otherwise authorized in writ-
ing by the Contracting Officer, the provi-
sions of any resulting contract must require
that the Contractor insert provisions similar
to the foregoing in all subcontracts and pur-
chase orders. Any Subcontractors requiring
access authorizations for access to classified
information or special nuclear material shall
be directed to provide responses to the ques-
tions in Standard Form 328, Certificate Per-
taining to Foreign Interests, directly to the
prime Contractor or the Contracting Officer
for the prime contract.

NOTICE TO OFFERORS—CONTENTS REVIEW
(PLEASE REVIEW BEFORE SUBMITTING)

Prior to submitting the Standard Form
328, required by paragraph (a)(1) of this
clause, the offeror should review the FOCI
submission to ensure that:

(1) The Standard Form 328 has been signed
and dated by an authorized official of the
company;

(2) If publicly owned, the Contractor’s
most recent annual report, and its most re-
cent proxy statement for its annual meeting
of stockholders have been attached; or, if
privately owned, the audited, consolidated
financial information for the most recently
closed accounting year has been attached;

(3) A copy of the company’s articles of in-
corporation and an attested copy of the com-
pany’s by-laws, or similar documents filed
for the company’s existence and manage-
ment, and all amendments to those docu-
ments;

(4) A list identifying the organization’s
owners, officers, directors, and executive
personnel, including their names, social se-
curity numbers, citizenship, titles of all posi-
tions they hold within the organization, and
what clearances, if any, they possess or are
in the process of obtaining, and identifica-
tion of the government agency(ies) that
granted or will be granting those clearances;
and

(5) A summary FOCI data sheet.

NOTE: A FOCI submission must be attached
for each tier parent organization (i.e. ulti-
mate parent and any intervening levels of
ownership). If any of these documents are

48 CFR Ch. 9 (10-1-14 Edition)

missing, award of the contract cannot be
completed.

(End of provision)

[67 FR 14877, Mar. 28, 2002, as amended at 74
FR 36368, 36370, 36378, July 22, 2009; 76 FR
7694, Feb. 11, 2011]

952.204-75 Public affairs.

As prescribed in 904.7201, insert the
following clause:

PUBLIC AFFAIRS (DEC 2000)

(a) The Contractor must cooperate with
the Department in releasing unclassified in-
formation to the public and news media re-
garding DOE policies, programs, and activi-
ties relating to its effort under the contract.
The responsibilities under this clause must
be accomplished through coordination with
the Contracting Officer and appropriate DOE
public affairs personnel in accordance with
procedures defined by the Contracting Offi-
cer.

(b) The Contractor is responsible for the
development, planning, and coordination of
proactive approaches for the timely dissemi-
nation of unclassified information regarding
DOE activities onsite and offsite, including,
but not limited to, operations and programs.
Proactive public affairs programs may uti-
lize a variety of communication media, in-
cluding public workshops, meetings or hear-
ings, open houses, newsletters, press re-
leases, conferences, audio/visual presen-
tations, speeches, forums, tours, and other
appropriate stakeholder interactions.

(c) The Contractor’s internal procedures
must ensure that all releases of information
to the public and news media are coordinated
through, and approved by, a management of-
ficial at an appropriate level within the Con-
tractor’s organization.

(d) The Contractor must comply with DOE
procedures for obtaining advance clearances
on oral, written, and audio/visual informa-
tional material prepared for public dissemi-
nation or use.

(e) Unless prohibited by law, and in accord-
ance with procedures defined by the Con-
tracting Officer, the Contractor must notify
the Contracting Officer and appropriate DOE
public affairs personnel of communications
or contacts with Members of Congress relat-
ing to the effort performed under the con-
tract.

(f) In accordance with procedures defined
by the Contracting Officer, the Contractor
must notify the Contracting Officer and ap-
propriate DOE public affairs personnel of ac-
tivities or situations that may attract re-
gional or national news media attention and
of non-routine inquiries from national news
media relating to the effort performed under
the contract.
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